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WHO AM I?
üMazinAhmed

ïFreelancing Information Security Specialist / Penetration Tester

ïFreelancing Security Researcher at Bugcrowd, Inc

ïSecurity Contributor at ProtonMail

ïInterested in web-security, networks-security, WAF evasions, 
mobile-security, responsible disclosure, and software automation.

ïOne of top 50 researchers at Bugcrowdout of 37,000+ researchers.

ï!ŎƪƴƻǿƭŜŘƎŜŘ ōȅ CŀŎŜōƻƻƪΣ ¢ǿƛǘǘŜǊΣ hǊŀŎƭŜΣ [ƛƴƪŜŘLƴΣ ŀƴŘ ƳŀƴȅΧ 

You can read more at https://mazinahmed.net

https://mazinahmed.net/


And I have contributed to the security of the following:
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ÅFirst ever public bug bounty platform.

Å37,000+ researchers/hackers. 

ÅLargest-ever security team.

ÅOffers managed ςunmanaged - on-going - time-limited ς
public - private bug bounties.



Å! άǎŜŎǳǊƛǘȅ ƛƴōƻȄέ ŦƻǊ ŎƻƳǇŀƴƛŜǎΣ ŀƴŘ ŀ ōǳƎ ōƻǳƴǘȅ 
platform.

ÅThe client handles the submissions validating process.

ÅAround 3700 researchers were thanked in the platform.



ÅOnly hires the best of best.

Årequiring written exams, practical exams, and 
background-checks for researchers. 

ÅLarger payouts than its competitors.

ÅPrivate number of researchers, private clients.



ÅBug Bounty Platform + Crowdsourced

PentestingServices.

ÅDifferent pentesting+ bounties services.

ÅA team of 5000 researchers, 200 vetted 
researchers, 329 submitted valid reports.



ÅAmsterdam-based bug bounty platform.

ÅInvite-only platform for researchers.

ÅAround 100 chosen researchers.

ÅHandles all reports (aka managed bounty 
programs).

ÅRun scanners on systems to find hanging fruits 
before launching the program.



ÅCan be done by handling reports by emails, forms, etc...

ÅLess opportunity of having hackers noticing it, (unless 
the company is very well-known)

ÅExample: Facebook, Google, PayPal, United Airlines)

ÅBugcrowdhosts a list of self-hosted bounty programs

https://bugcrowd.com/list-of-bug-bounty-programs

https://firebounty.com

https://bugcrowd.com/list-of-bug-bounty-programs
https://firebounty.com/






ÅBug Bounties do not replace traditional security 
assessment.

ÅBefore getting into bug bounties:
ïEvaluate your systems and networks.

ïPerform internal vulnerability assessments

ïFix everything!



Vs

Responsible
Disclosure Program

Bug Bounty Program

Vs



[Preferably] 
Start with a 
bug bounty 
platform.

check with 
bug bounty 
platforms 
support.

Write an 
explicit and 

clear 
bounty 
brief.

When getting into bug 
bounties





Bug Bounty Platforms Process





When you receive a submission, 
respond with an acknowledgment.

Try to fix issues ASAP.Payouts are vital part!





Tips & Notes (for Researchers)





ÅBug bounty program is NOTa way to get free or almost-free 
pentests.



Common Pitfalls/Mistakes



Common Pitfalls/Mistakes

ÅNot paying researchers, while having a full bounty program, 
aka playing dodgy with researchers.

ïSome companies actually do that!

Example: Yandex



Common Pitfalls/Mistakes

Example: Yandex

Check: http://www.rafayhackingarticles.net/2012/10/yandex-bug-bounty-program-is-it-worth.html

http://www.rafayhackingarticles.net/2012/10/yandex-bug-bounty-program-is-it-worth.html


Common Pitfalls/Mistakes

Internal Policies Issues

To fix or not? to reward or not??



Internal Policies Issues


